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\ A. Amend the Privacy Act as follows:

A BILL

b5
SECTION 1. SHORT TITLE
b5
SECTION 2. PROTECTING SENSITIVE LAW ENFORCEMENT AND NATIONAL
SECURITY RECORDS FROM DISCLOSURE
i
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SECTION 3. AUTHORITY TO OBTAIN OFFICIAL INFORMATION
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SECTION-BY-SECTION ANALYSIS OF THE PROPOSED AMENDMENTS
TO THE PRIVACY ACT
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SECTION 2. PROHIBITING FREEDOM OF INFORMATION ACT REQUESTS BY
FOREIGN PERSONS AND SUSPECTED TERRORISTS

I b5

SECTION 3. PRESERVING THE USE OF EXEMPTIONS

b5

SECTION 4. DELAYED DISCLOSURE OF SENSITIVE TECHNICAL DATA
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SECTION 5. PROTECTING SENSITIVE LAW ENFORCEMENT RECORDS FROM
DISCLOSURE '
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SECTION-BY-SECTION ANALYSIS OF THE PROPOSED AMENDMENTS
TO THE FREEDOM OF INFORMATION ACT
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Amend the National Crime Prevention and Privacy Compact Act of 1998

Amend CALEA (Communications Assistance for Law Enforcement Act)
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| SEC. 107. TECHNICAL REQUIREMENTS AND STANDARDS; EXTENSION OF
COMPIIANCE DATE
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SEC. 103. ASSISTANCE CAPABILITY REQUIREMENTS.
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CONFIZ?}#ML——NOT FOR DISTRIBUTION .
Draft—Jdnuary 9, 2003

DOMESTIC SECURITY ENHANCEMENT ACT OF 2003

SECTION-BY-SECTION ANALYSIS

Title I: Enhancing National Security Authorities
Subtitle A: Foreign Intelligence Surveillance Act Amendments
Section 101: Individual Terrorists as Foreign Powers.
Under 50 U.S.C. § 1801(a)(4), the definition of "foreign vpower" includes groups that engage

in international terrorism, but does not reach unaffiliated individuals who do so. As a result,
investigations of "lone wolf" terrorists or "sleeper cells" may not be authorized under FISA.

b5

Section 102: Clandestine Intelligence Activities by Agent of a Foreign Power.

FISA currently defines "agent of a foreign power" to include a person who knowingly

engages in clandestine intelligence gathering activities on behalf of a foreign power—but only if
those activities "involve or may involve a violation of federal criminal law.

Section 103: Strengthening Wartime Authorities Under FISA.

Under 50 U.S.C. §§ 1811, 1829 & 1844, the Attorney General may authorize, without the
prior approval of the FISA Court, electronic surveillance, physical searches, or the use of pen
registers for a period of 15 days following a congressional declaration of war. | |
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CONFIDNTIAL—NOT FOR DISTRIBUTION
Draft—January 9, 2003

b5

Title II: Protecting National Sccurity Information B
Section 201: Prohibition of Disclosure of Terrorism Investigation Detainee Information.

In certain instances, the release of information about persons detained in connection with
terrorism investigations could have a substantial adverse impact on the United States’ security
interests, as well as the detainee’s privacy. Cf. North Jersey Media Group, Inc. v. Ashcroft, 308
F.3d 198, 217-19 (3d Cir. 2002). Publicizing the fact that a particular alien has been detained
could alert his coconspirators about the extent of the federal investigation and the imminence of
their own detention, thus provoking them to flee to avoid detention and prosecution or to
accelerate their terrorist plans before they can be disrupted.

b5

Section 202: Distribution of “Worst Case Scenario” Information.

Section 112(r) of the Clean Air Act, 42 U.S.C. § 7412(r), requires private companies that use
potentially dangerous chemicals to submit to the Environmental Protection Agency a “worst case

14




CONF. IMTIAL—N OT FOR DISTRIBUTION
Draft—January 9, 2003

scenario” report detailing what would be the impact on the surrounding community of release of
the specified chemicals. Such reports are a roadmap for terrorists, who could use the information
to plan attacks on the facilities.

b5

Section 203: Information Relating to Capitol Buildings.

The Congressional Accountability Act of 1995, 2 USs.C. § 1301 et seq., establishes the
Office of Compliance, a congressional office that has the power to enforce OSHA standards with

OSHA often assists the

b5

Section 204: Ex Parte Authorizations Under Classified Information Procedures Act.

Under the current version of the Classified Information Procedures Act,18 U.S.C. App. 3 §§
1-16, courts have discretion over whether to approve the government’s request for a CIPA
authorization—which enables the submission of sensitive evidence ex parte and in camera. See
18 U.S.C. App. 3 § 4 (“The court may permit the United States to make a request for such
authorization [for a protective order] in the form of a written statement to be inspected by the
court alone.” (emphasis added))]

b5
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bS

Section 205: Exclusion of United States Security Requirements from Gross Income of
Protected Officials.

Under current tax law, certain federal officials—those whose movements are restricted, or
who are required to use specific facilities, for their physical protection in the interest of the
United States’ national security—may be taxed on the value of these protective “services.” See
26 C.F.R. 1.132-5(m) (describing the circumstances under which police protection and related
transportation expenses may be deemed to be working condition fringe benefits)

bS

Section 206: Grand Jury Information in Terrorism Cases.

b5
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N Te HEREIN I8 UNCLAZSEIFIED
DATE 09-07-2005 BY SB17SDMHSLlrZ Ca#bd5-Cv-0845

From:

To:

Date: 1/14/03 10:06AM
Subject.: Comments on statute

1

Here is a draft. Please feel free to make any edits. As you will see, | put in some language in support of
[ | L_lnhas seen this, but | am copying him. | am supposed to start a meeting at 10:15 that will

take a while, so | am hoping that you can fax this tol lor | guessI:}an
e-mail it). The fax number forI
Pat b2
bé
CC: b7C
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’ ALT, THWEORMATTION CONTATHNED

4 HEREIN I3 UNCLASSIFIED
DATE 02-07-Z008 BY ES5178DMHSLlrZ Ca#lbi-Cw-0845

From:

To: Kelley, PATRICK; bé

Date: 1/13/03 12:49PM b7C

Subject: Patriot 2 ’

ittached below are ALU's comments on OLP's 1/9 draft. (These are essentially the same as the
comments we sent you on 1/8 re the 12/16 draft, and the e-mail observations below likewise apply to the
1/9 draft.) From ALU's perspective, the two drafts are essentially the same in not adopting (apart from a
couple painfully narrow items) any of ALU’s comments you sent to OLP on 11/15.

>>> PATRICK Kelley 01/10/03 08:54AM >>>
My quick review of the Jan. 2, edition fails to reflect any of ALU's suggested changes. May be that |
missed them because the comments are keyed to the bill and | don't have a copy of the bill.

>>> PATRICK Kelley 01/10/03 08:37AM >>>

bé [_Jconcur. However:bave me yesterday a Section-by Section Analysis dated Jan. 2nd. | didn't
BIC get the rest of the bill but | will send you what | have.

= lo1/08/03 11:28AM >>>
| |attached are our comments.[

b5

CC: Bowman, MARION;l | Hardy, David; " b6

b7C
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DATE: 12-08-2005

SE ET CLAESTFIED EY 65179 DMH/LD/DEW FO”Q
- Message REASCH: 1.4 ((C) 05-Cv-084E) Page 1 0f3

DECLASAIEY OM: 12-08-2430

OGC) (FBI)
From: | kOGC) (FBI) be ALL, TNFORMATTON CONTATINED
Sent: Monday, June 07, 2004 11:56 AM bic HERBIN 18 UNCLASSIEIED EXCIPT
To: | koGo) (FBi)

Subject: RE: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act

UNCLASSIFIED

NON-RECORD b6 BIC b1

It was] fcall, and 1 agree with him. | b5

13)

()

b6
b7C

Sel“ﬂ_M.QD.daL_lunﬁ_QLZQOiltl:ZO AM bé
To: 0GC) (FBI) b7C

Subject: RE: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act

UNCLASSIFIED
NON-RECORD

Can | forward this to OCA? b5

..... Oriai S

From] IOGC) (FBI) b6
SeT.L_Mondaumr;OLz' 004 11:13 AM b7C
To (OGC) (FBI)

Subject: RE: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act

UNCLASSIFIED
NON-RECORD

b5

o [
B7C e Original Message---—
From| [0GC) (FBI)

Sent: Monday, June 07, 2004 11:00 AM

b6 To: [(OGC) (FBI) OGC) (FBI);
e (0GC) (FBY); |(CGCT(FBI)_
6/22/2005
SPéRET




- Message

SECRET

UNCLASSIFIED

Page 2 of 3

Cc: BOWMAN, MARION E. (OGC) (FBI)
Subject: FW: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act

ED
N-RECOR

I know it is really short notice (I advised OCA that | did not think we could get our comments
to them by 11:00 am) but if you have comments please let us know.

----- Original Me: mm
e (FBI)

Se .

CD)

(CTDY (FBD)] l(cTD) FBD)] |
1

DO) (FBI) b6 |
Subject: Draft Response to Sen. Feinstein on Sunset Provisions of the USA Patriot Act bIC |

u IED
N-RECOR

The attached testimony is being given before Congress. Please review the testimony and ]
provide your comments, if any, to CAO. Please indicate if your division is in favor or opposed |
to the testimony as well as the reasons for your division's position. If your division opposes
the testimony fully or in part, but believes that it can be remedied by changes in the verbiage,
please describe in detail what should be added, deleted, or changed, including
recommendations for substitute language sufficient to correct the objectionable section(s).

Please E-mail your comments to SSA| |with acc t?l

m Your comments should be prepared in Microsoft Word format which is
suitable for dissemination to DOJ and to congressional staff. Please send these
comments to the CAO contact person as an attachment to your E-mail. If you have b6
additional comments which are not suitable for dissemination, please include them in the
body of your E-mail separate and apart from the attachment. If your division is not taking ..

position and has no comments, please send an E-mail to the CAO contact person stating
such.

b2

DEADLINE 11:00 am 6-7-04. We appreciate your attention to this matter.

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

6/22/2005
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Més_sage Page 1 of 2
) DATE: 12-07-2005
CLAZSIFIED BY &517% DMH/LE/DEW
REAZSCH: 1.4 ({<) 0&8-Cv-0845)
[OGC) (FBI) DECLASSIFY OM: 12-07-Z030
From: | |(Div09) (FBI)
Sent:  Tuesday, May 18, 2004 3:08 PM be
To: kDivo0) (FBI) b7C

Ce: (Div00) (FBI |Divog) (FBI)
v B1): BOWMAN, MARION E. (Div09) (FBI)

Subject: RE: Statistics re USA PATRIOT Act provisions

S VE(BUT UNCLASSIFIED
ON-RECORD

SEDRET
& b7C -
| ;please be advis

bl

12

bé From: | (Div09) (FBI)
B7C Sent: Tuesday, May 18, 2004 2:03 PM
To: i : BOWMAN, MARION E. (Div09) (FBI);
(Diy Div09) (FBI)
Cc (Div00) (FBI) b6
Subject: RE: Statistics re USA PATRIOT Act provisions ..

UNcﬁAgglFl'Eg
NOKN-RECORD

I:II can provide you the results from the field survey that OGC conducted, however, | can also

- guarantee that these are not entirely accurate numbers. The field survey was voluntary, and the level of
detail provided varied between the field offices. Furthermore, since then | have been advised that some
HQ divisions have been utilizing various Patriot Act tools, and | did not receive any contributions from any
HQ division on this survey, so their use is not included in any numbers that | have.

The field offices reported the following:

ional orders currently in approval process

Section 213 - Delayed Notice forLearch Warrants - This is not a sunset provision, so we did not seek field
input on this specific provision at this time.

Also - as you are aware, field offices collect statistics on their accomplishments (i.e. search warrants
-executed). | believe that Finance Division maintains, compiles, and reports these statistics. They may
have more accurate field wide numbers.

| hope this is helpful.

| | b6
Assistant General Counsel bIC

6/22/2005
SDERET




Message 5 E]ZQ E T ‘ Page 2 of 2

Investigative.Law Unit

_Dm;uunmmarl Counsel
----- Original Message--—- - Bre
Froml |(Div00) (FBI) b2

Sent: Tuesday, May 18, 2004 1:41 PM ,

To: BOWMAN, MARION E. (Div09) (FBI);| |(Div09) (FBI)|
iv [Div09) (FBI)

Cc [Div00) (FBI)

Subject: Statistics re USA PATRIOT Act provisions

Importance: High

:ﬂNCLASSIFIEE —

In anticipation of the Director's scheduled appearance before the Senate Judiciary Committee this
Thursday, May 20th, we are trying to confirm the number of times we have used Delayed Notice
(so-called "Sneak and Peek") Warrants, FISA Roving Wiretaps, and FISA Orders for

Tangible Things (i.e., so-called Section 215 Orders), since passage of the USA PATRIOT Act.

be

| realize there are several potential complications with compiling such numbers (e.g., Delayed
Notice Warrants used in traditional criminal cases, classification issues re 215 Orders, etc.).
Nevertheless, if any of you could provide some input on this, it would be very helpful. We can
almost guarantee the Director will be asked about the numbers when he testifies.

Is DOJ compiling numbers? Is there anyone at OLP or OIPR who may know?
Thanks,

Office of Congressional Affairswz
ext b6

b7C

uﬁ&éfﬂso

UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

6/22/2005




Megsage 5 mE T
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DATE: 12-08-2005
CLAZETFIED BY AR179 DMH/LP/DEW !
REASON: 1.4 ((C) 05-CV-0545)
DECLASSIFY OM: 12-08-2030
OGC) (FBI)
From: (Div09) (FBI)
Sent:  Friday, April 30, 2004 10:51 AM b6
To: | kDivoo) (FBI) b7C
Cc: | |(Div09) (FB Div09) (FBH)
Subject: RE: Tools Question
ALL INFOEMATION CCHTAINED b6
HEREIN IS UNCLASSIFIED EXCEDT
WHERE SHOWH OTHERWISE bIC

T agree with what everyone has said. We have very limited afimjn_ﬁunmeua_mem_ml:lzmaﬂ_amim_]

bl
b2

b7E

L

|However, those records do require a FISA Court order.  Admin subpoenas |: S :|
would be better because they do not require a court order. They are more like NSLs, which, as you probably
know, are very restricted in scope inasmuch as we can only use them for communications providers, financial
institutions, and credit reporting companies. If we simply want to get hotel records, for instance, we have no way
of getting them now, and if we start using business records orders, we will have to go through the FISA court to
get those. So that is why all this attention is focused on getting admin subpoenas - some way by which we do
not have to go to court to get the information.

----- Original Message----- bé
From1 |Div00) (FBI)  b7c
Sent: Friday, April 30, 2004 10:41 AM
To; IDiv09) (FBI)

Cc} |(Div09) (FBI)
Subject: RE: Tools Question

NORAEESE,

| thanks - you're talking about §215 of the Patriot Act - right? I've attached response
fyi. IDas any other thoughts, feel free to share. Thanks, -

b2
bé

Office of Congressional Affairs b7C

Sent: Fri ' 004 10:38 AM ;
b6 Toj i(Div09) (FBI); |Divoo) (FaI) Div09) (FBI)

pic C4 PivOgyTFBI)
Subject: RE: Tools Question

6/22/2005

SERRET



Message

SMET Page 2 of 3

| have a moment. b6

b7C

We have the right to conect business records under FISA which the PAtriot Act gave us.
We have never used this authority.

I:Is the expert.

bs

b7C

----- Original Message-----
Froml |(Div09) (FBI)

Sent: Fridav. Apr 04 10:32 AM
To (Div00) (FBI)] | (Divo9) (FBI); (Div09)
(FBIJ

Subject: RE: Tools Question

U
jﬁg%-RECORD :

6/22/2005

The FBI has no comparable authority that | know of--and | am not surprised because that
summons provision is strictly under Treasury's regulatory function. As | read the statute, the
information provided cannot be used for criminal investigative purposes. That same section goes on
to establish authority for Suspicious Activity Reports, which the banks are required to file and which
are the primary means by which they notify Treasury of potential criminal transactions--which can
then be shared with FBI. FBI's admin aubpoena authority is limted to 3 areas--drugs under 21 USC
876 and child pornography and health care fraud under 18 USC 3486. ‘

--—--Original Message-----

From:| |(Div00) (FBI)
ve  Sent: Thursday, April 29, 2004 6:08 PM
To: (Div09) (FBI); (Div09) (FBI);

B¢ (Div09) (FBI)
Subject: Tools Question

UN
N-RECORD

We got the foliowing question from our friends on the House Judiciary Committee who have
been looking at NSLs and admin subpoena issues - 31 USC 5318(a)(4) gives the Secretary
of the Treasury administrative subpoena authority to obtain business records in specific
cases. Does the FBI have any comparable authority? I'd appreciate any assistance you
could provide. Thanks,

bé

b7C
Office of Congressional Affairs
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. The “Wall”, the USA PATRIOT Act and the Evolution of FBI International
Terrorism Investigations Since 9/11

(U) A major benefit of the USA PATRIOT Act (“the Act”), as it pertains to the
so-called “Wall” that existed prior to 9/11 between the law enforcement and intelligence
communities, has to do with speed and efficiency. There are specific provisions in the
Act that authorized the sharing of intelligence information gathered via criminal
investigative techniques with the intelligence community. These include Section 203,
which, for example, allowed federal grand jury and wiretap information to be shared with
the intelligence community. The sections of the Act having to do with the activities of
the intelligence community were geared towards harmonizing the law to fit contemporary
technological realities. They were also meant to ease somewhat the thresholds required
to obtain certain types of information in intelligence investigations. The broad effect of
the Act was thus to foster an environment in which information could flow between the
two communities robustly and sensibly. Law enforcement and intelligence personnel are
now able to work together at the earliest possible stages in order to combat international
terrorism. Nothing can replace the raw investigative effort exerted by criminal and
intelligence investigators. But the PATRIOT Act has enabled these investigators to do
their jobs more quickly, with fewer barriers and with more ability to integrate information.
(e Once the PATRIOT Act had been passed in October 2001, information began

to flow more readily between law enforcement and the intelligence community. One of
the more crucial examples of this movement was the sharing of information between the
. national security side of the FBI and the DOJ Criminal Divisions and U.S. Attorneys. In
March 2002, the Attorney General issued intelligence sharing procedures mandating that
FBI counterterrorism officials would be required to provide international terrorism case
file information with criminal prosecutors. This sharing initially began as a review of
files and later evolved into a close working relationship between the FBI
Counterterrorism Division (CTD) and the DOJ Criminal Division’s Counterterrorism
Section (CTS). CTS, moreover, helps to act as a bridge between the FBI and the United
States Attorneys throughout the country.
l:T'T:I }S{ Later, in July 2002, the Foreign Intelligence Surveillance Court (FISC) added
a new component to the spectrum of intelligence sharing. Up to that time, the
minimization procedures adopted pursuant to the Foreign Intelligence Surveillance Act
(FISA) did not allow for the dissemination — from FBI to CIA or NSA -- of international
terrorism foreign intelligence data that had been collected under FISA authority to be
shared in its so-called “raw” form. In other words, the FBI would have to have first
minimized the data before sharing it with the CIA or the NSA. The FISC changed this by
allowing NSA and CIA to have access to the data. Those agencies thus could greatly
speed up the process of bringing their resources to bear in working on the common
transnational terrorism threats we now face. Moreover, because the PATRIOT Act had
brought the criminal investigators closer to the intelligence community through the FBI,
by mid-2002 there began to emerge true integration among several of the agencies

. engaged in this effort.
W/NOFORN//XI 1
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M In August 2002, the Attorney General enhanced intelligence sharing with
interndtional partners. The AG issued procedures allowing the CIA and NSA to
disseminate FISA-derived foreign intelligence relating to United States Persons (USPERs)
to foreign governments without having to return to the AG for authorization in each
discrete instance. The Attorney General instead required that, while the CIA and NSA
could disseminate the information on an ongoing basis, they had to report the
disseminations to him in a report on at least an annual basis. Thus, the same protections
could be kept while ensuring that vital information moved to our international partners
quickly.

(U) In September 2002, the Attorney General issued guidelines regarding the
movement of intelligence information from criminal investigations and proceedings into
the intelligence community. These guidelines focused on Sections 203 and 905 of the
PATRIOT Act. Intelligence acquired during the course of criminal investigations is
mandated by Section 905 to be disclosed to the Director of Central Intelligence and
Homeland Security officials. Section 203 more specifically authorizes grand jury,
electronic, wire and oral interception information to be shared with the intelligence
community.

(U) Overall, the PATRIOT Act made a number of specific changes that directly
benefited the FBI in its investigations. Section 505 allowed National Security Letters
(NSLs) to be issued under a relevance standard: This requires the FBI to demonstrate
that the request is relevant to on ongoing national security investigation. Section 206
gave the FBI roving wiretap authority under FISA. The roving provision operates like
roving authority under criminal law statutes. Section 207 increased the duration of FISA
coverage to permit FBI field offices to monitor FISAs for longer periods. All agents of a
foreign power searches increased from 45 to 90 days and for Non-U.S. Person officers or
employees of foreign powers the initial FISA period of coverage increased to 120 days.
Renewals on such applications were extended to one year of coverage. Section 203
(mentioned above) has allowed intelligence gathered through certain criminal process to
be shared with the intelligence community. Section 214 changed the FISA Pen
Register/Trap and Trace standard to relevance. This has allowed for robust use of the
Pen Register/Trap and Traces in the initial stages of national security investigations and
has helped the FBI to build a better picture of connections among suspected international
terrorist subjects. Finally, Section 208 modified the FISA statute by increasing the
number of judges on the court. This has eased the burden on all involved in the FISA
process. Moreover, three FISA judges are now located within fifty miles of Washington,
DC. All of the above tools have greatly enabled the FBI to ensure that the law
enforcement and intelligence communities have the ability to share information in the
effort to confront international terrorism.

(U) In November 2002, the last vestiges of the “Wall” disintegrated when the
Foreign Intelligence Surveillance Court of Review issued its very first opinion. In that
oopinion, the court affirmed the March 2002 Attorney General intelligence information
sharing procedures (the FISC had limited them somewhat in May 2002). Further, the
Foreign Intelligence Surveillance Court of Review opinion had the effect of declaring the

SE T/NOFORN//X1 2
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“Wall” to have been a misinterpretation of the FISA statute and other guidance. The
court stated that under the FISA statute as originally written, the government needed to
show that only “a purpose” for the collection or search was to gather foreign intelligence
rather than the “sole purpose.” The court noted that the PATRIOT Act modified the
standard to a “significant purpose.” The overall effect of the opinion was to bolster the
push behind the PATRIOT Act to integrate law enforcement and intelligence efforts,
within clear guidance, and to banish misperceptions about the “Wall.”

(U) In January 2003, the President announced the creation of the Terrorist Threat
Integration Center (TTIC) in his State of the Union Address. TTIC and its successor, the
National Counterterrorism Center (NCTC)(created by executive order in August 2004
and affirmed by statute in December 2004), have been responsible for integrating all
terrorism analytical threat reporting in a single entity. All intelligence community
databases are accessible at NCTC. Intelligence information gleaned from criminal
proceedings, such as federal grand juries, is disseminated to NCTC and is integrated into
national intelligence reporting. Section 203 of the PATRIOT Act has allowed this to
happen.

e ;Xi In October 2003, the Attorney General issued revised Guidelines for National
Securify Investigations and Foreign Intelligence Collection (NSIG). These guidelines
reflect the evolution of changes in national security law, intelligence collection and
international terrorism investigations that occurred over the preceding two years. The
NSIG reflect the integrated nature of national security investigations and recognize the
need to use all available investigative tools, both criminal and intelligence, to combat
current transnational threats. The NSIG themselves are a powerful statement on new
realities, ones that reflect the need for information integration between criminal
investigations and intelligence investigations.

(U) In the year and a half since the creation of the NSIG, the 9/11 Commission
has issues its reports and recommendations, and the President signed intelligence reform
legislation. The FBI continues to evolve, working towards building a strong Directorate
of Intelligence while continuing its law enforcement mission. As the integrated approach
to battling International Terrorism evolves, the FBI continues to rely on the provisions of
the PATRIOT Act. The Act has enabled the FBI to obtain important information more
efficiently than before, allowing its investigators to focus more effectively on their cases.
The Act is one of the underpinnings of bringing law enforcement and intelligence
services together. If the Congress were to allow the Sunset provisions to lapse, it would
be depriving the intelligence and law enforcement communities of valuable and
necessary tools. It also would send a signal at odds with the evolution in national
security investigations over the last three and half years. The intelligence community has
been told repeatedly to “connect the dots™ since 9/11. With the help of the law
enforcement community, it has made progress. The 9/11 Commission has embraced the
value of the PATRIOT Act. The FBI asks that Congress reinforce these views.

}Q@/NOFORN//m 3
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Post 9/11 Timeline on Measures to Increase
Information Sharing and Create Fully Integrated
International Terrorism Investigations
1. September 11, 2001

-

6.

-

o (U) Terrorist attacks,
October 2001
o (U) Passage of the USA PATRIOT Act.

o Makes technical changes to standards for securing NSLs,
Business Records, Voicemail Communications, Computer
Trespassing, etc.

o Abolished the “Wall” for the sharing of Title 111 and Federal
Grand Jury Rule 6(e) material with the U.S. Intelligence
Community.

March 2002

o (U) Attorncy General issues Intelligence Sharing Procedures for Foreign
Intelligence and Counterintelligence Investigations. Procedures mandate that
Federal Prosecutors will review FBI International Terrorism case files for
relevant material on which to build criminal prosecutions.

May 2002

o (U) FISC accepts in part and modifies in part the AG March 2002 proced'ures.
Creates a “chaperone” requirement instituting OIPR involvement in
information sharing between intelligence investigators and criminal
prosecutors. '

July 2002

0318<//NF) FISC approves the “Raw Data” Motion and signs order. This order
permits the FBI to share raw FISA data with the CIA and NSA in
International Terrorism FISA surveillances and searches.

August 2002

OK//NF) Attorney General signs standing authorization for CIA and NSA to

disseminate USPER FISA-derived foreign intelligence to foreign governments.
This authorization allows the CIA and NSA to disseminate the material
without having to seek AG approval in each discrete instance.

W//NOFORN//M 1
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September 2002

(U) Attorney General issues “Guidelines Regarding the Disclosure to the
Director of Central Intelligence and Homeland Security Officials of Foreign
Intelligence Acquired in the Course of a Criminal Investlgatlon Explains
implementation of PATRIOT Act Section 905(a).

(U) Attorney General issues “Guidelines Regarding Prompt Handling of
Reports of Criminal Activity Involving Foreign Intelligence Sources.”
Explains implementation of PATRIOT Act Section 905(b).

(U) Attorney General issues “Guidelines for Disclosure of Grand Jury and
Electronic, Wire and Oral Interception Information Identifying United States
Persons.” Explains implementation of PATRIOT Act Section 203.

November 2002

(U) FISA Court of Review issues opinion rejecting the OIPR “chaperone”
requirement and accepts AG March 2002 Information Sharing in full. FISA
Court of Review also states that FISC and DOJ have incorrectly interpreted
the FISA statute for years. FISA Court of Review opinion has effect of
declaring the “Wall” to have been a misinterpretation of the statute and other
guidance. The FISA Court of Review states that under the FISA statute as
originally written the government needed to show that “a purpose” for the
collection was to gather Foreign Intelligence rather than the “sole purpose.”
The FISA Court of Review notes that the PATRIOT Act modified the
standard to a “significant purpose.”

December 2002

(U) The Deputy. Attorney General (DAG) issues field guidance to all DOJ
prosecutors and all FBI agents on Intelligence Sharing in FI and FCI
Investigations. The DAG also explains the effect of the FISA Court of
Review opinion.

January 2003

(U) The Creation of the Terrorist Threat Integration Center (“TTIC”) (now the
National Counterterrorism Center) announced by the President.

March 2003

(U) Department of Homeland Security is created.

:EEEQEE@NOFORNNX1 2
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. 12. October 2003

o (U) Attorney General issues revised Guidelines for National Security
Investigations and Foreign Intelligence Collection. (“NSIG”)
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APR-18-2085 15:27 DOJ/TUCS
Cases Using FISA (Public Information)
Prepared by the Department of Justice Counterterrorism Section

United States v. Al-Arian, et al.

° Defendants; Sami Amin Al-Arjan, Ramadan Abdullah Shallah; Bashir Musa Mohammed
Nafi, Sameeh Hammoudeh, Mohammed Tasir Hassan Al-Khatib, Abd Al Aziz Awda,
Ghassan Zayed Ballut, Hatim Naji Fariz, Mazen Al-Najjar

. District: Middle District of Florida, Judge James Moody
. Date of Superceding Indictment: September 21, 2004
. Status: Trial scheduled to begin May 16, 2005.
ALL FEI INFORMATICMN COHTATHED
United States v. Arnaout HEREIH I% UMCLASSIFIED
DaTE 08-12-2305 BY &3173/DMH/ EER Ch #05-Cv-0845 . "
. Defendant: Enaam M. Amaout
e District: Northem District of Illinois, Judge Suzanne B. Conlon
. Date of Indictment: October 9, 2002
‘ o Status: Amaout ulumately pleaded guilty to a racketeering charge, admitting that he

diverted thousands of dollars from BIF to support Islamic militant groups in Bosnia and
Chechnya. He was sentenced to over 11 years in prison.

United States v. Hassoun, Youssef
. Defendants: Adham Hassoun and Mohamed Youssef
. District: Southern District of Florida; Judge Marcia Cooke
Date of Third Superceding Indictment: October 7, 2004
. Status: Awaiting trial.
United States v. Holy Land Foundation for Relief & Development, et al.

. Defendants: Shukri Abu Baker, Mohammed El-Mezain, Ghassan Elashi, Haitham
Maghawri, Akrim Mishal, Mufid Abdulqader, and Abdulraham Odeh

. District: Northern District of Texas, Judge Joseph A. Fish

’ ° Date of Indictment: July 26, 2004
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‘ . Status: The defendants have been indicted, still waiting for a trial date to be set.

United States v. Damragh

. Defendants: Fawaz Mohammed Damrah
° District: Northern District of Ohio, Judge James Gwin
° Date of Indictment: December 16, 2003

¢ Status: On June 17, 2004, the jury convicted Fawaz Damrah of violating 18 U.S.C.
§ 1425 by unlawfully obtaining U.S. citizenship by concealing material facts. On
September 20, 2004, the defendant was committed to the Bureau of Prisons for two
months, followed by four months in home confinement with electronic monitoring, and
three years of supervised release. On September 23, the district court ordered the
defendant’s citizenship revoked pursuant to 8 U.S.C. § 1451(e).

United States v. Batile, et al. (Portland Cell)

- Defendants: Jeffrey Leon Battle, October Martinique Lewis, Patnice Lumumba Ford,
Muhammad Ibrahim Bilal, Ahmed Ibrahim Bilal, Habis Abdulla al-Saoub, Ma‘hgr Mofeid

‘ Hawash

. District: Distnct of Oregon, Judge Robert E. Jones
Date of Superceding Indictment: May 2, 2003

. Status: Six of the seven were convicted and received prison sentences ranging from three
to eighteen years. Charges against the seventh defendant (al-Saoub) were dismissed after
he was killed in Pakistan by Pakistani troops on October 3, 2003.

United States v, Dumeist

. Defendant: Khaled Abdel Latif Dumeisi

e District: Northemn District of Illinois
. Date of Superceding Indictment: October 29, 2003 (PACER)
. Status: Sections 218 and 504 were critical in the successful prosecution of Khaled Abdel

Latif Dumeisi, who was convicted by a jury in January 2004 of illegally acting as an agent

of the former government of Irag, as well as two counts of perjury. Before the Gulf War,

Dumeisi passed information on Iraqi opposition members located in the United States to
. officers of the Iraqi Intelligence Service stationed in the Iraqi Mission to the United
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Nations. During this investigation, intelligence officers conducting surveillance of
Dumeisi pursuant to FISA coordinated and shared information with law enforcement
agents and prosecutors investigating Dumeisi for possible violations of criminal law,
Because of this coordination, law enforcement agents and prosecutors leamed from
intelligence officers of an incriminating telephone conversation that took place in April
2003 between Dumeisi and a co-conspirator. This phone conversation corroborated other
evidence that Dumeisi was acting as an agent of the Iraqi government and provided a

compelling piece of evidence at Dumeisi’s trial. (Bxcerpt from The Report from the Field
(July 2004))
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. Cases Using FISA (Public Information)
Prepared by the Department of Justice Counterterrorism Section

United States v. Al-Arian, et al.

° Defendants: Sami Amin Al-Arian, Ramadan Abdullah Shallah; Bashir Musa Mohammed
Nafi, Sameeh Hammoudeh, Mohammed Tasir Hassan Al-Khatib, Abd Al Aziz Awda,
Ghassan Zayed Ballut, Hatim Naji Fariz, Mazen Al-Najjar

o District: Middle District of Flonda, Judge James Moody

° Status: Tnial scheduled to begin May 16, 2005.

. ALL FET THFORMATTION CONTATNEDR
Unlted States V. Arnaout . HEREIN I§ UNCLASSIFIED
DATE 08-1Z~Z005 BY 65175 /DMH/EKEBR Ca 3‘:’1“0.5—:"!—0845
° Defendant: Enaam M. Arnaout
° District: Northern District of Illinots, Judge Suzanne B. Conlon

° Status: Amaout ultimately pleaded guilty to a racketeering charge, admitting that he
diverted thousands of dollars from BIF to support Islamic militant groups in Bosnia and

. Chechnya. He was sentenced to over 11 years in prison.
United States v. Hassoun, Youssef
o Defendants: Adham Hassoun and Mohamed Youssef
o District: Southern District of Florida; Judge Marcia Cocke
° Status: Awaiting tnal.

United States v. Holy Land Foundation for Relief & Development, et al.

° Defendants: Shukri Abu Baker, Mohammed El-Mezain, Ghassan Elashi, Haitham
Maghawr, Akrim Mishal, Mufid Abdulqader, and Abdulraham Odeh

. District: Northern District of Texas, Judge Joseph A. Fish
. Status: The defendants have been indicted, still waiting for a trial date to be set.
United States v. Damrah

. ° Defendants: Fawaz Mohammed Damrah

o District: Northern District of Ohio, Judge James Gwin
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° Status: On June 17, 2004, the jury convicted Fawaz Damrah of violating 18 U.S.C.
§ 1425 by unlawfully obtaining U.S. citizenship by concealing material facts. On
September 20, 2004, the defendant was committed to the Bureau of Prisons for two
months, followed by four months in home confinement with electronic monitoring, and
three years of supervised release. On September 23, the district court ordered the
defendant’s citizenship revoked pursuant to 8 U.S.C. § 1451(e). '

United States v. Battle, et al. (Portland Cell)

° Defendants: Jeffrey Leon Battle, October Martinique Lewls, Patrice Lumumba Ford,
Muhammad Ibrahim Bilal, Ahmed Ibrahim Bilal, Habis Abdulla al-Saoub, Maher Mofeid
Hawash

° District: District of Oregon, Judge Robert E. Jones

° Status: Six of the seven were convicted and received prison sentences ranging from three

to eighteen years. Charges against the seventh defendant (al-Saoub) were dismissed after
he was killed in Pakistan by Pakistani troops on October 3, 2003.

United States v. Dumeisi
. ° Defendant: Khaled Abdel Latif Dumeisi
o District: Northern District of [llinois

o Status: Sections 218 and S04 were critical in the successful prosecution of Khaled Abdel
Latif Dumeisi, who was convicted by a jury in January 2004 of illegally acting as an agent
of the former government of Iraq, as well as two counts of perjury. Before the Gulf War,
Dumeisi passed information on Iraqi opposition members located in the United States to
officers of the Iraqi Intelligence Service stationed in the Iraqi Mission to the United
Nations. During this investigation, intelligence officers conducting surveillance of
Dumeisi pursuant'to FISA coordinated and shared information with law enforcement
agents and prosecutors investigating Dumeisi for possible violations of criminal law.
Because of this coordination, law enforcement agents and prosecutors learned from
intelligence officers of an incriminating telephone conversation that took place in April
2003 between Dumeisi and a co-conspirator. This phone conversation corroborated other
evidence that Dumeisi was acting as an agent of the Iragi government and provided a
compelling piece of evidence at Dumeisi’s trial. (Excerpt from The Report from the Field
(July 2004)) :




United States v. Hassoun and Youssef: On September 16, 2004, ADHAM HASSOUN and
MOHAMMED YOUSSEF, were indicted by a Grand Jury in the Southern District of Florida in a
10-count superseding indictment. The charges include: Providing material support to terrorists
in violation of 18 USC § 2339A and also conspiracy to do the same for providing "material
support and resources... knowing and intending that they be used in preparation for and carrying
out a violation of Title 18 USC § 956 (a)(1), that is, a conspiracy to murder, kidnap and maim
persons in a foreign country." The indictment also includces eight additional counts against
HASSOUN on charges of unlawful possession of a firearm, making false statements, perjury and
obstruction of immigration court proceedings. HASSOUN is currently in custody on these
charges. YOUSSEF is in custody in Egypt serving a sentence for other terrorist activities. On
October 7, 2004, the Grand Jury returned a superceding indictment against HASSOUN and
YOUSSEF which charges them with, in addition to the earlier charges, one count each of
conspiracy to murder, maim and kidnap persons in a foreign country in violation of 18 USC
Section 956.

United States v. Arnaout: Enaam Arnaout, aka Abu Mahmoud Al Suri, aka Abu Mahmoud Al
Hamawi, aka Abdel Samia, the principle officer of the Benevolence International Foundation
(BIF), was indicted by a Federal grand jury seated in the Northern District of Illinois. Arnaout
was charged in an eight (8) count indictment with violating Federal criminal statutes to include
RICO (racketeering), conspiracy to provide material support to terrorism, mail fraud, wire
fraud, and money laundering. On February 10, 2003, entered into a plea agreement with the
government, pleading guilty to a RICO count. In August 2003, Arnaout was sentenced to serve
an eleven (11) year prison sentenced related to the above RICO charges.

United States v. Dumeisi: January 12, 2004, KHALED ABDEL-LATIF DUMEISI was
convicted in U.S. District Court, Northern District of Illinois in docket # 03-664, of acting as an
unregistered agent of the former Government of Iraq (GOI). This conviction was the culmination
of a long running FBI investigation into his activities on behalf of the GOI. The jury also found
DUMEISI guilty of conspiracy and perjury. On March 31, 2004, he was sentenced to 46 months
in prison, after which he will be deported.

United States v. Battle: On 03 October 2002, a federal grand jury in Portland, Oregon, indicted
Jeffrey Leon Battle and five others for: Conspiracy to Levy War Against the United States (18
U.S.C. § 2384); Conspiracy to Provide Material Support & Resources to Foreign Terrorist
Organizations (18 U.S.C. § 2339B); Conspiracy to Contribute Services to al Qaeda and Taliban
(50 U.S.C. § 1705(b)). In addition, Battle and 3 others were indicted for Possessing Firearms in -
Furtherance of Crimes of Violence (18 U.S.C. §924(c)(1)(A)(iii)). Battle pled guilty to the first
count of the indictment and was sentenced to 18 years incarceration on 24 November 2003.
Other defendants received sentences from 3 - 18 years incarceration. Charges against one
defendant were dismissed.
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United States v. Damrah

On December 16, 2003, an indictment was handed down in the Nothern District of
Ohio against Damrah for vioclation of Title 18 USC §§1425(a) (b), Imigration
fraud charges. He was charged and found guilty of making false statements in
connection with his citizenship application. He was convicted last year of
lying to immigration authorities. He did not disclose during naturalization
proceedings in 1993 that he helped raise money for PIJ. Damrah was sentenced
to Jail for two months around the 21st of November (released end of January,
2005). After two months in prison, he spent another four months under house
arrest. The Judge in the case was assured by the Prosecutor's office that no
deportation proceedings were to be initiated until after DAMRAH had exhausted
all appeals on the conviction. Damrah is currently facing deportation

proceedings after being stripped of his US citizenship.

United States v. Holy Land Foundation for Relief & Development, et al.

On Monday, 07/26/2004, sezled indictments and arrest warrants were obtained on
charges of Conspiracy, Material Support to Terrorism, Money Laundering, and
Tax fraud, in the Northern District of Texas.

The Holy Land Foundation for Relief and Development (HLFRD) 1s registered as a
non-profit humanitarian organization that has conducted fund-raising
activities in the United States and has claimed to provide aid to thousands of
poor Palestinians in Gaza and the West Bank, as well as other geographical
areas. On 12/04/2001, the Department of Treasury's Office of Foreign Assets
Control (OFAC) designated the HLFRD as a Specially Designated Terrorist (SDT),
and blocked all known assets of the HLFRD based on information that the HLF
provided material support to the Foreign Terrorist Organization (FTO)/SDT
HAMAS. Cn 12/10/2001, Dallas opened a criminal investigation into the HLFRD
for providing material support to terrorism. Investigation has revealed that
the targeted subjects provided material support to Hamas, and that they have
committed various other violations of US law.

United States v. Al Arian, et al.

Superseding Indictment on September 21, 2004

Tampa FBI has been involved in a long-term criminal investigation of the North
American cell of the PIJ terrorist organization. The cell is headed by Sami
Rl-Arian, a college professor, who operated numerous front organizations,
namely the Islamic Committee for Palestine (ICP) and the World and Islam
Studies Enterprises (WISE). These organizations not only raised funds to send
back to the Middle East, but also employed Ramadan Shallah in Tampa, Florida,
immediately before Shallah took over the leadership of the PIJ inl996

following the assassination of Fathi Shikaki.
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The case is being prosecuted under a RICO theory. The indictment of Al-Arian
and seven others took place on February 19, 2003. Sami Al-Arian, Sameeh
Hammoudeh, Hatim Naji Fariz, and Ghassan Ballout were arrested on February 20,
2003. A superceding indictment was filed on the case on September 21, 2004,
which added additional charges and overt acts, streamlined the prosecutive
theory, and added subject Mazen Al-Najjar, who was previously named as an
unindicted co-conspirator. The theory of the case is that PIJ is a criminal
enterprise which uses various officers to conduct its illegal business through
a pattern of racketeering activity in violation of 18 USC §§1962. The subjects
of the investigation, acting through PIJ, have facilitated the murder of U.S.
and Israeli citizens, have committed bombings and other criminal acts, and
have then released public statements claiming responsibility for those
criminal acts as a means to extort political concessions from the State of
Israel in violation of 18 USC §51961. The subjects have also financially
supported PIJ and its campaign of terror by raising funds in the U.S. and
kurope. Those funds were then forwarded from the Tampa, Florida area, to the
Middle East to assist PIJ in carrying out specified unlawful activities
(murder, extortion, destruction of property by explosion, etc.) in viclation
of the Money Laundering statute, 18 UCS §§1956. The subjects have also
provided material support for terrorist activities in violation of 18 USC
§8§2339A and have aided and abcetted the murder of U.S. citizens, namely Alissa
Flatow and others, in violation of 18 UCS §§2332.
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